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Preface

The Hosted Server uses industry standard 128-bit data encryption with SSL public key/private key
(PKI) certificates. All information rel ayed between your workstation and the server isencrypted with
this method.

Each company hosted by M ortgage Computer will havetheoptiontoincludean ACL (accesscontrol
list) limiting the IP addresses by user name that are allowed to connect to the Mortgage Office
Software. With this option controlled by your administrator you can alow some users to work
remotely while limiting others to work from the office only.

The ColdFusion Server and the SQL Data Base server are dedicated, separate servers allowing
Mortgage Computer to limit direct access to the ColdFusion server only. This alows ColdFusion
to control all accessto and from the SQL DataBase viaprogram control rather than direct DataBase
access by each authenticated user.

The network is among the best-connected hosting facilities in the world. The data centers are
implemented through a high-speed network specifically designed for dedicated server hosting. We
haveinvested in both network equi pment and backbone connectionsto ensurethat customersget the
fastest access possible to their content and applications.

The network facilities have multiple network connectionsto different Internet backbones, alowing
data to be distributed though many sources — meaning that the facility is not dependent upon any
single Internet backbone.

M ortgage Office Softwareincludestwo levelsof user name/password authentication. Thefirstisset
up and controlled by Mortgage Computer and assigned one per company. The second isassigned by
your internal administrator, allowing you to regul ate access to specific areasin Mortgage Office by
user name. Both levels follow established password criteria, including eight-character minimum,
required combinations of aphabetic and numeric characters (minimum three of each). Password
aging requiring users to change their passwords every 30 days and does not allow re-use of the
current password.

Property of M ortgage Computer.
This material may not be copied or duplicated without permission from M ortgage Computer.
This material cannot be shown or distributed to anyone not licensed by M ortgage Computer.
Failure to comply will result in prosecution to the fullest extent of the law.
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System Requirements

Supported Systems

Windows XP/Vista/7 with all current service packs and critical updates applied. MC suggests at
least 1 gig minimum system memory with Windows XP, 2 gig minimum system memory with
Windows Vista, and 3 gig minimum system memory with Windows 7. Also make sure your CPU,
video, network card, etc., meet requirementsfor theversion of Windowsyou arerunning. (Windows
XP recommended 2 gig or more; Windows Vista recommended 3 gig or more; Windows 7
recommended 4 gig or more.)

1. High speed Internet connection (at least DSL speed, T1, or higher recommended).

2. Adobe Reader 8 or higher, 9 recommended. All reports are created in PDF format. Adobe
Acrobat isrequired if youwould liketo create Processing documentsin PDF format. Processing
reports are aready created in PDF format.

3. Adobe Flash Player 9 or higher, 10 recommended. Functions within Mortgage Office and
WebApp require Flash Player.

4. Windows graphical printer(s) set up aslocal or network printer(s) to the workstation(s) being
used. For document printing, itisrecommended to be alaser printer that allows|etter- and legal -
sized paper to be avail able at the same time as most document packets contain both paper sizes.

5. Local Administrator login required at the workstation for initial installation of the Processing
forms viewer application.

6. Internet Explorer 8 with al critical updates. Mortgage Office sites added as trusted sites with
default level on those sites set to low. The specific list will be given during installation.

Please note: This means aworkstation, not thin client. The Wolters Kluwer Document Viewer

requires Active X controlsto beinstalled on thelocal workstation and thiswill not work viathin
client.
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The Data Center

Data Center, Dallas, Texas
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The Facilities

The data center that houses the servers is located in Dallas, Texas. The facility offers complete
redundancy in power, HVAC, firesuppression, network connectivity, and security. With over 35,000
square feet of raised floor and 15,000 square feet of static-freetile, it hasan offering to fit any need.
The facility sits atop multiple power grids driven by TXU electric, and has multiple Liebert and
PowerWare UPS battery backup power and onsite permanent generator power. TheHVAC systems
are acombination of glycol, chilled water, and condenser units by Liebert and Data Aireto provide
redundancy in cooling coupled with six managed backbone providers. Twelve more third-party
backbone providers areavailablein the building via cross-connect. Fire suppression includesapre-
action dry pipe system in both facilities including VESDA (very early smoke detection apparatus)
along with over 600 smoke detectors. Security is also a concern for customers, so all facilities are
key card accesswith CCTV for maximum security. All visitorsto the data centers must check inand
out of the facility. The goal is to provide maximum redundancy in every facet of the data center
environment to facilitate 100% uptime for your entire hosting infrastructure.

CFDynamics

Monitoring
CFDynamics.com provides 24x7 monitoring on customer and infrastructure equipment to ensure
maximum availability.

Network Infrastructure

Theinternal network architecture utilizesthe Enterprise routing and switching enginesfrom Juniper
and Cisco. We utilize Juniper M20 routers as border routers, Cisco 6500 series switches in the
distribution layer, Cisco 6500 and 5500 switchesin the aggregation layers, and Cisco 3500 and 2900
seriesswitches at the customer layer. The network isfully meshed and redundant with six backbone
providers. The current network consists of, UUNet (GigE), Level 3 (GigE), Time Warner (GigE),
Global Crossing (GigE), Verio (GigE), and ATT (DS3).
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Inside the computer room Power equipment room Security monitoring room

Security monitored 24x7 Diesel generators outside data center

One of the two diesel generators
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Securing The Planet

The Internet has experienced asurge in malicioustrafficincluding denial of service attacks, worms
and viruses. Worldwide, in the past year, 64 percent of businesses have experienced awormor virus
attack — an increase of 45 percent as compared to 2003 — and 19 percent have been hit by denial of
service attacks according to the Global Information Security Survey. The global financial impact of
viruses alone was $12.5 hillion in 2003 and the increase in these incidents shows a growing
sophistication on the part of those that launch the attacks, according U.S. research firm Computer
Economics as reported in Computing Magazine.

The questionisnot “ if” you should look at security services, but “ have you already
deployed security measures, and are you staying on top of new security threats and
developments?”  Craig Rodenberg, VP, Information Security — The Planet

The Planet has created strategic partnerships with a select group of vendorsto intensate its already
state-of-the-art security system. A depth-of -defense strategy has been employed to deepen thelayers
of network protection and a Security Operations Center (SOC) created, staffed with CISSP and
GIAC certified security engineers, with the goal of making our networks and client networks
impervious to intrusion and attack.

Between ~14 Gbps and ~8 Gbps of traffic enters The Planet at any given moment. That traffic
originates from 16 different carriers through Equinix, referred to internally aslocation D3, located
at the Infomart. All traffic from Equinix, with the exception of unmetered, unfiltered MatriXtreme
traffic, passesthrough multiple, denselayersof network security. In addition to the security provided
at the network level, The Planet offers a multitude of security servicesthat clients may also choose
to utilize.

The Planet’ s layersinclude:
o Attack Prevention Services

» Detection and Incident Response Services
e Threat Elimination Services
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Attack Prevention Services

Attack Prevention Services analyze attack readiness and provide recommendationsfor remediation.
Prevention services are available with every server hosted at The Planet and include:

» Ozone Access Control List Management
 Virtual Private Network Tunnels

« Vulnerability Assessments

» Penetration Testing

» Operating System Hardening

» Custom Cryptographic Services

Ozone Access Control List Management

Web servers must be accessible, which makes them vulnerable to attack. Firewalls can be used to
limit exposure to these servers, but they can still be overtaken by traffic directed at TCP and UDP
ports allowed through the firewalls. Networks and hosts are substantially more

secure with access control lists (ACLS) in place.

An ACL is a set of controls that filters out unwanted traffic and provides a logical, intuitive
mechanism for defining security policies. ThePlanet’ sOzoneimplements ACLsonvirtua loca area
networks (VLANS) protecting servers from exploits on unused TCP and UDP ports.

Ozone offers five environments for VLAN ACL protection:

* A Windows server environment (Windows 2000 and 2003)

e A Unix server environment (Redhat, FreeBDS, Debian)

e An OS neutra server environment (Windows 2000, Windows 2003, Redhat, FreeBDS,
Debian)

* A Game server environment (any OS) using templates designed by The Planet’s security
experts

» An Explicit Generic Deny Environment (any OS) that blocks well known vulnerable ports

A number of rule-based packet filters are available from which to choose within each environment
—onefilter per VLAN isallowed. Thesefiltersare not designed to take the place of atruefirewall,
and do not offer the same type of functionality of performance.

With Ozone:

» ThePlanet isproviding ahigh-end security system to their clientsthat would be prohibitively
expensive to purchase and maintain on their own.

» ThePlanet Security Engineersareavailableto constantly review current threatson the Internet
and add or remove portsin danger

« Filterscan be added or removed by the customer once an hour using The Planet’ s proprietary
Web portal, ORBITK.
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Ozoneisaggressively priced at $20 per VLAN (onetemplateisalowed per VLAN). An additional
fee is charged for moving servers between VLANS. Customers may add VLAN filtering to an
existing VLAN or order afilter template upon signup.

Virtual Private Network Tunnels

In the new world of networking, businesses can rely on VPN technology to utilize the Internet as
their secure networking backbone. A VPN offerssignificant savings on communications costswhile
allowing businessesto tap into areliable network. VPNs can connect multiple offices, remote users,
business partners, and clients through the Internet. VPN solutions include hardware, software,
firewall-to-firewall, router-to-router, concentrators, remote access, LAN-to-LAN, and extranets.

Even the most seasoned veteran needs networking assistance from timeto time. The Planet’ s Cisco
Certified Administratorsareavailableto developaV PN solution whether for businessesexchanging
confidential data, creating multi-site accessto corporate servers and databases, or simply protecting
communications between vendors and employees.

Our Security Engineers are available to assist with routers, firewalls, load balancers, backend
networks, network configurations, VLANS, subnetting, static routing and network traffic monitoring;
to design anew network or revamp a current one.

Our network administrators are avail able to design anew network or revamp acurrent one, to assist
with routers, firewalls, load baancers, backend networks, network configurations, VLANS,
subnetting, static routing and network traffic monitoring. Virtual Private Network Tunnel assistance
isavailable at an additional cost per hour or per project.

Vulnerability Assessments

V ulnerability assessmentsidentify systemsand components operating on servers, and test themusing
avulnerability database that is updated by The Planet on adaily basis. The assessment generates a
list of known vulnerabilities delivered to The Planet customer. The customer can either repair these
vulnerabilities on their own, or have The Planet technicians apply the appropriate patches and
updates. “Light” Vulnerability Assessments are provided at no additional cost, Full Vulnerability
Assessments are avail able with Managed Security Services).

Penetration Testing

ThePlanet’ sCISSPand GIAC certified security engineers, using industry-standard and underground
toolsand techniques, will perform afull-fledged attack of ahosted server to determinejust how safe
that server is against malicious penetration. Penetration test results tell the client which of their
systems is the most vulnerable to allow them to concentrate on upgrading and updating those
weaknesses. Penetration testing and vulnerability assessments complement one another, and are
often required for industry compliancewith standards such asVisacertification, FDIC certification,
HIPAA compliance, GLB act compliance and others. Penetration Testing is a service available to
all customers.
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Operating System Hardening

OS Hardening, a process of securing, a server can serve to mitigate the risk of being hacked or of
suffering a denia of service attack by over 90 percent. Hardening techniques hide the fingerprints
that hackers use to identify what is running on a system or sends them misleading information that
identifies the type system being run. Operating System hardening causes hacks to be completely
ineffective. Hardening tactics are frequently updated, and require high level s of security and system
administration expertise. They are most effectively administered by The Planet’ s security engineers
at the time a server is provisioned.

Custom Cryptographic Services

Upon request, The Planet’ s Security Engineering team can provide a custom cryptographic schema
for our customer’s data. This can be whole-drive encryption or individually encrypted directories.
This additional measure of protection provides audit compliance, cutting-edge security of valuable
E-commerce data and secure storage of Privacy Act data. Cryptographic services are provided after
athorough consultation with the customer. Standard algorithms are available in 128, 256 and 448
bit key lengths.
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Detection and Incident Response Services

Detection and Response Servicesrecognize and stop attempted intrusions, prevent further intrusions
from occurring, and provide a rea-time aert to The Planet’s Security Operations Center. These
services are continuously monitored by security engineers and include:

» Arbor Peakflow DDoS Detection

» Firewall Protection administered by our engineers, experts in Cisco Pix, Watchguard,
Checkpoint and Cyberguard

« TippingPoint’s Unity One 2400 in-line network intrusion detection and prevention system

» Cisco Guard DDoS Mitigation deployed at the network edgein the event of an event detected

by Arbor

ISS Real Secure Host Based Intrusion Detection System

SecurePack Security Reporting

Server Event Monitoring Services

Server “Delta’ Hardening

System Integrity Checking

Arbor Peakflow DDoS Detection

A Flood or DDoS attack is aplanned event whereby an individual instructs an army of “zombies’—
computers that have been put under the control of a malicious hacker via the use of scripts,
sometimes without the knowledge of the computer owner —to send a flood of requests to a server.
Thegoal of theattack isto shut out legitimate requests and compromisetheavail ability of the server.
Althoughtargeted to aparticul ar server or site, aDDoSattack may impact the availability of 200-300
additional machinesin a packet switching network. Flood attacks can be generated from ‘rea’ 1P
hosts or may be spoofed to hide the real identify of the attackers.

Thenumber of attackshasincreased and becomeincreasingly more compl ex as sophisticated hackers
continue to create new attack schemes and make the scriptswidely available on the Internet. There
are three types of denial-of-service attacks:

« Volumeflood attacks are designed to generate huge volumes of traffic, saturate the network
infrastructure and ‘fill-up the pipe’ so legitimate traffic cannot get through to the destination
host.

» Resource exhaustion attacks are often complex flood attacks designed to mimic rea client
activity and exhaust a server’s resources. Usually, these attacks generate less traffic than a
volume flood, but not always, and are trickier to block.

» Other complex denial-of-service attacks are delivered by specially crafted packets usually to
exploit some vulnerability on the server and kill the service. Network or host-based I1PS must
be used for this type of attack.
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The Planet monitors all traffic entering the network, except MatriXtreme, for possible network
floods or Distributed Denia of Service (DDoS) with Arbor Peakflow DDoS Detection. Arbor
Peakflow, astandard service available at no additional cost to the client, isused in conjunction with
Cisco® Guard XT 5650 DDoS Mitigation Appliance and the TippingPoint IPS

system.

Arbor collectsinformation from Internet routers and devel ops a baseline and col or graph of normal
traffic. An abnormal volume of traffic, or other deviation from normal, generates an event record.
Thegraph depicting traffic patternsis used by NOC/SOC to confirm the attack and DDoS mitigation
is begun.

Firewall Protection

Our firewall administration option allows our administrators, expertsin Cisco Pix, Watchguard, and
Checkpoint and Cyberguard firewall appliances, to manage a customer’s firewall over a secure
console connection within the datacenter. Our security experts keep the firewall up to date, make

routine or emergency changes, or assist in devel oping security policies.

We currently offer the following firewall protection from Cyberguard and Cisco:

» Cyberguard SG 630 (PCl)  Cisco PIX 515E-UR
e Cyberguard SG 550 » Cisco PIX 525-R

» Cyberguard SG 575 » Cisco PIX 525-UR
e Cisco PIX 501 -UR  Cisco PIX 535-R
 Cisco PIX 506E + Cisco PIX 535-UR

+ Cisco PIX 515E-R

The Cyberguard SG 630 is a cost-effective firewall/VPN solution packaged on a PCI card. By
offloading all firewall and VPN processing from the host computer, the SG630 ensures high

performance and throughput with the convenience of remote management and simplifiedinstallation.
Unlike “co-processing” products, the SG630 is an advanced, self-contained multitasking stateful
firewall and VPN appliance. It includes a RISC processor, encryption accelerator for 1Psec VPN
traffic and two Ethernet interfacesfor host and LAN communications. The SG630 packs the power
of an SG firewall/VPN solution while eliminating the cabling, space and power requirements of an
external firewall appliance.

The Cyberguard SG 550 Security Applianceis afeature-rich, compact, network security device,
that iswell suited to protecting small branch officesof medium sized enterprises. The SG550 enables
remote office networksto easily connect their PCsand serversto the Internet viabroadband (ADSL,
cable, SHDSL, T-1and T-2 circuits, etc.) or narrow-band (modem or ISDN). Should the broadband
connection fail the SG550 can fail over to the narrow band backup connection, ensuring uptime. A
powerful stateful-inspection firewall, service-based intrusion detection blocking and advanced
Internet connection sharing protect the branch office network from the Internet.
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The Cyberguard SG575 Security Appliance enables administrators to deploy a powerful, fully
integrated firewall, VPN and Intrusion Detection System (IDS) solution at afraction of the cost of
a standalone IDS. The SNORT-based IDS adds an extra security layer by detecting attacks and
aerting administrator so that countermeasures can be implemented quickly before the network is
compromised. The SG575 providescentral site VPN, firewall and session |oad bal ancing capabilities
with the capacity to securely connect hundreds of mobile and remote employees. It improves
businessefficienciesby increasing Internet and VPN performance, maximizing uptime, and ensuring
rock solid security.

The Cisco PIX® 501 Security Appliance delivers enterprise-class security for small offices and
teleworkers in a reliable, plug-and-play purpose-built appliance. Ideal for securing high-speed
“always on” broadband environments, the Cisco PIX 501 Security Appliance, which is part of the
world-leading Cisco PIX Security Appliance Series, providesrobust integrated security capabilities,
small officenetworkingfeatures, and powerful remote management capabilitiesinacompact, al-in-
one solution. The PIX 501 includes an integrated 4-port Fast Ethernet (10/100) switch and a Fast
Ethernet (10/100) interface. Ideal for securing high-speed broadband environments, the Cisco PIX
501 delivers up to 60 Mbps of firewall throughput, 3 Mbps of Triple Data Encryption Standard
(3DES) VPN throughput, and 4.5 Mbps of Advanced Encryption Standard-128 (AES) VPN
throughput.

TheCisco PI X® 506E Security Appliancedeliversenterprise-classsecurity for remoteoffice/branch
officeenvironmentsin arobust, purpose-built appliance. Ideal for securing Internet connectionsfor
remote/branch offices, the Cisco PIX 506E Security Appliance, which is part of the world-leading
Cisco PIX Security Appliance Series, provides awide range of rich integrated security capabilities
and powerful remote management capabilities in a cost-effective, high performance solution. The
PIX 506E deliversamultilayered defensefor remote officesthrough rich security servicesincluding
stateful inspection firewalling, protocol and application inspection, virtua private networking
(VPN), in-line intrusion protection, and rich multimedia and voice security in asingle device. The
state-of-the-art Cisco Adaptive Security Algorithm (ASA) providesrich stateful inspection firewall
services, tracking the state of all authorized network communications and preventing unauthorized
network access.

The Cisco® PI X® 515E Security Appliancedeliversenterprise-class security for small-to-medium
business and enterprise networks, in amodular, purpose-built appliance. Its versatile one-rack unit
(1RU) design supports up to six 10/100 Fast Ethernet interfaces, making it an excellent choice for
businesses requiring a cost-effective, resilient security solution with DMZ support. Part of the
market-leading Cisco PIX Security Appliance Series, the Cisco PIX 515E Security Appliance
providesawiderange of richintegrated security services, hardwareV PN accel eration, and powerful
remote management capabilities in an easy-to-deploy, high-performance solution.

The Cisco PIX 515E “Restricted” (PI X 515E-R), restricted software license model, provides an
excellent value for organizations looking for robust Cisco PIX Security Appliance services with
minimal interface density and modest VPN throughput requirements. It includes 32 MB of RAM,
two 10/100 Fast Ethernet interfaces, and support for one additional 10/100 Fast Ethernet interface.
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The PIX 515E “Unrestricted” (P1X 515E-UR), unrestricted software license model, extends the
capabilitiesof thefamily with support for stateful failover, additional LAN interfaces, andincreased
VPN throughput viaintegrated hardware-based VPN acceleration. It includesan integrated VAC or
VAC+ hardwareV PN accelerator, 64 MB of RAM, two 10/100 Fast Ethernet interfaces, and support
for up to four additional 10/100 Fast Ethernet interfaces. The Cisco PIX 515E-UR also adds the
ability to share state information with a hot-standby Cisco PIX Security Appliance for resilient
network protection.

The Cisco® PIX® 525 Security Appliance delivers enterprise-class security for medium-to-large
enterprise networks, in areliable, purpose-built appliance. Its modular two-rack unit (2RU) design
incorporates two 10/100 Fast Ethernet interfaces and supports acombination of up to six additional
10/100 Fast Ethernet interfaces or three additional Gigabit Ethernet interfaces, making it an ideal
choice for businesses requiring a high performance, Gigabit Ethernet-ready solution that provides
solid investment protection. Part of the market-leading Cisco PIX Security Appliance Series, the
Cisco PIX 525 Security Appliance provides a wide range of rich, integrated security services,
hardware VPN acceleration, and powerful remote management capabilities in a cost-effective,
highly-resilient solution.

The Cisco PIX 525 Restricted (P1 X 525-R), restricted software license model, providesan excellent
value for organizations looking for robust Cisco PIX Security Appliance services with Gigabit
Ethernet support, medium interface density and moderate VPN throughput requirements. It includes
128 MB of RAM, two 10/100 Fast Ethernet interfaces, and support for up to four additional 10/100
Fast Ethernet or three Gigabit Ethernet interfaces.

The Cisco PIX 525 Unrestricted (PI X 525-UR), unrestricted software license model, extends the
capabilities of the security appliance with support for stateful failover, additional LAN interfaces,
and increased VPN throughput via integrated hardware-based VPN acceleration. It includes an
integrated VAC or VAC+ hardware VPN accelerator, 256 MB of RAM, two 10/100 Fast Ethernet
interfaces, and support for up to six additional 10/100 Fast Ethernet or three Gigabit Ethernet
interfaces. The Cisco PIX 525-UR a so addsthe ability to share state information with ahot-standby
Cisco PIX Security Appliance for resilient network protection.

The Cisco® PIX® 535 Security Appliance delivers enterprise-class security for large enterprise
and service provider networks, in a high performance, purpose-built appliance. Its highly modular
three-rack unit (3RU) design supports a combination of up to 10 10/100 Fast Ethernet interfaces or
nine Gigabit Ethernet interfaces aswell as redundant power supplies, making it anideal choicefor
businesses requiring the highest levels of performance, port density, reliability, and investment
protection. Part of the market-leading Cisco PIX Security Appliance Series, the Cisco PIX 535
Security Appliance provides a wide range of rich, integrated security services, hardware VPN
acceleration, and powerful remote management capabilitiesin a highly scalable, high-performance
solution.

The Cisco PIX 535 Restricted (PI X 535-R), restricted softwarelicense model, providesan excellent
value for organizations looking for robust Cisco PIX Security Appliance services with gigabit
firewall throughput, high interface density, maximum investment protection, and moderate VPN
throughput requirements. It includes 512 MB of RAM, two 10/100 Fast Ethernet interfaces, and
support for up to six additional 10/100 Fast Ethernet or eight Gigabit Ethernet interfaces.
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The Cisco PIX 535 Unrestricted (PI X 535-UR), unrestricted software license model, extends the
capabilities of the security appliance with support for stateful failover, additional LAN interfaces,
and increased VPN throughput via integrated hardware-based VPN acceleration. It includes an
integrated VAC or VAC+ hardware VPN accelerator, 1 GB of RAM, two 10/100 Fast Ethernet
interfaces, and support for up to eight additional 10/100 Fast Ethernet or nine Gigabit Ethernet
interfaces. The Cisco PIX 535-UR aso addsthe ability to share stateinformation with a hot-standby
Cisco PIX Security Appliance for resilient network protection.

TippingPoint’s Unity One

The Planet has upgraded its existing intrusion detection system to TippingPoint’s Unity One 2400
Intrusion Prevention System (IPS). TippingPoint is a robust, high-performance IPS that is highly
scalable — can easily grow with The Planet — and is able to filter avery high volume of traffic with
virtually no network latency — no network delay — while performing thousands of simultaneous
checks on each packet flow.

TippingPoint wasthe only participant granted the prestigious NSS Gold Award by the NSS Group,
theworld’ sforemost network and security testing organization, in their first comprehensive security
and performance tests for IPS systems in January 2004.

TippingPoint is depl oyed between the Internet routers and each Data Center to provide deep packet
filtering of al network traffic entering or leaving The Planet (except MatriXtreme) to remove
malicious, unwanted traffic beforeit isrouted to customer networks. TippingPoint’ sDigital Vaccine
Service combinessignature-based detection of known attacks—fromalibrary of thousands of known
signatures — with complex filtering mechanisms that detect protocol, application and statistical
anomalies. The Vaccine delivers new filters on a weekly, or sometimes daily, basis to maintain
protection for the latest vulnerabilities, exploits, viruses and rogue applications. TippingPoint
preventstheidentified malicioustraffic from entering the network and being passed ontotheclient’s
server.

With TippingPoint, The Planet is delivering:

» A high-end security system that might be prohibitively expensive to purchase independently.

« Highly trained Planet engineers to stay on top of intelligence reports and announcements of
threats to data security, and to quickly test and implement needed patches and upgrades.

A Security Operations Center (SOC) that proactively monitorsfor security threatsand escal ates
potential security problems to an experienced team of GIAC and CISSP certified security
engineers. Working together, the SOC and Security Engineering teams provide real-time
security incident response servicesand notify clientsbeforeattacksresultin server compromise
or downtime.

The TippingPoint reporting service is being integrated into The Planet’s Orbit™ customer portal.

Mortgage Office 16 Security and Hosting



Cisco Guard DDoS Mitigation

The Planet handlesaDDoS attack with Cisco® Guard X T 5650 DDoS Mitigation Appliance. When
aflood attack is detected by Arbor, the SOC usesthetraffic graphsto confirm the attack and enable
Cisco® Guard. The Guard diverts the flood of traffic away from its intended path and into one of
a configuration of Guard farms placed at Equinix near the very edge of the network.

The Guard system then filters the traffic using multiple interactive layers of defense that recognize
and block many types of flood attacks. Filtering and active verification technologies enable rapid
protection against many types of assaults, even ones that have never been seen before. Rate-based
filtering, advanced anomaly recognition, source verification, and anti-spoofing technol ogiesareused
to identify and block individual attack flows.

Protocol analysisand ratelimiting featureshelp ensurethat only valid traffic getsthroughin volumes
that won’t compromiseaserver. The Guard system doesnot interferewith regul ar production traffic.
It keeps sites operational even during massive flood attacks that would otherwise disrupt or
completely disable the site, and maintains aflow of legitimate traffic with no obvious degradation
of servicesto legitimate users.

The Guard reporting service has been integrated into The Planet’ s Orbit™ customer portal |etting
customers under flood attack review hourly reports and graphs of activity and protection being
provided by The Planet. All traffic entering The Planet network, except Matri Xtreme, is monitored
for DDoS attacks and benefits from DDoS mitigation at no additional cost to the client.

ISS RealSecure Host Based Intrusion Detection

The Planet now partnerswith Internet Security Systems (1SS), apremier security research, products
and Services Company, for host-level protection. 1SS has served the Global 500, as well as world
governments, for the last decade. |SS Real Secure employs signature-based detection, sophisticated
protocol analysis, and behavioral pattern analysis to block both known and unknown attacks.
Signatures & analysis updates are provided by the highly regarded ISS X -Force research team.

Real Secure complements the network protection by safeguarding the underlying operating system
from operating system exploits and application vulnerabilities. ISS Real Secure:

» Uses automated defensive actions to deny server attacks.
* Ismonitored 24x7 in The Planet’s SOC.
» Provides the server with end-to-end protection including file integrity monitoring.

All 1SS Real Secure alarms are responded to by The Planet’ s experienced team of GIAC and CISSP
certified security engineers. Real Secure, avail ablefor both Linux and Windows, isWindows Server
2003 and Windows 2000 Server Certified, is afully-managed service available to al customers as
a standard service feature on Total Control and Focus Series servers, and for $10 per month on
Service Matrix servers.
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SecurePack Security Reporting

ThePlanet’ sall new security servicesreporting isavailablethrough SecurePack. Customersreceive
access to Arbor, TippingPoint, Cisco Guard XT network and ISS host-based reporting, aswell as
firewall graphs. SecurePack is the most comprehensive security service available in the hosting
marketplace. It will be a standard feature of the soon-to-be-launched FOCUS Series server line.

Server Event Monitoring Services

The Planet can provide highly granular monitoring of security specific eventswhich arerecorded by
Syslog or Windows Event Log. Alert criteria can be set for events such as failed user passwords,
password grinding, abnormal service or daemon behavior, service or daemon abuse, application
bruteforcing attemptsor attempted privilege esca ation. Theseadditional measurescan detect highly
discrete attempts to compromise server integrity, and engage our Security Engineering team to
respond.

Server “Delta” Hardening

ThePlanet’ s Security Engineering team can perform regularly scheduled V ul nerability Assessments
to assist customers in tracking security problems induced by applications code changes, server
updates, software additionsand configuration changes. The Planet’ s Security Engineering team will
alert the customer to detected security problems, and propose changes which will resolve the
problem giving the customer the advantage of a continuously hardened server.

System Integrity Checking
System Integrity checking uses a database which monitors important files on the system and their
fileattributions, such as permissions, user, group, and number of links. Also, an encrypted checksum

of each file is created. Tracking this information allows The Planet to set alarm criteria for
unauthorized server changes and malicious user activity.
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Threat Elimination

When new vulnerabilities are detected against any managed system, The Planet has a variety of
responses available:

Managed Operating System Update Services

Server Administrative Services

Incident Response by CISSP Certified Security Professionals
Application Specific Updates

Managed Operating System Update Services

The Planet provides comprehensive Microsoft, Sun Solaris, and Red Hat Linux update and security
patch services. RedHat Linux customers are subscribed to the Red Hat network at the Enterprise
level. Microsoft customersare configured with Windows Update, which is monitored and managed
centrally by the Information Security team. General rel ease patches are applied using amaintenance
window defined by the customer using Orbit. Security updates are typically tested and installed
within eight to 20 hours of their release from Microsoft, Sun and Red Hat. The Planet’s security
engineers also monitor Cert and SANS advisories, Sun Solaris Patch Club, Slashdot, Microsoft
TechNet and other operating system watchdog servicesto stay on top of thelatest security issuesand
alerts. Thisadditional assistance may be available at no extra charge, depending upon the Managed
Service Level of the serversto be administrated.

Server Administrative Services

The Planet’ s Network Operations Engineers are available to assistance with server administration
tasks that provide additional protection. These tasks might include adjustment to the operating
system in order to match new service requirements, installing software, and maintaining user
policies. This additional assistance may be available at no extra charge, depending upon the
Managed Service Level of the serversto be administrated.

Incident Response by Certified Security Engineers

ThePlanet’ s Security Engineering Team isstaffed by CISSP and GIA C certified security engineers.
The Security Engineering Team is available 24/7/365 to resolve automated security services and
proactively keep The Planet’s network, and all serversin that network, safe from malicious and
harmful traffic.

At certain Managed Service Levels, the customer will also be assigned a persona technician
assigned tothem to beavailable24/7 to assist with issues, track problemsand providefeedback from
thetime anissueisreported until it isresolved. It isthistechnician’sresponsibility to help mitigate
confusion and provide a better channel for the flow of information — with the goal of providing a
satisfied customer.
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Application Specific Hardening

ThePlanet’ s Security Engineering Team, administrators and devel opers are experienced in securing
amultitude of applications, services and tools and on many operating systems. Thiswell-qualified
staff is available to perform customized applications hardening services which are tailored to our
customers needs. Thisadditional assistanceisavailableto all clients of The Planet for an additional
fee.

Security Services at a Glance
Layer 1 — Attack Prevention Services

» Ozone Access Control List Management
e Virtual Private Network Tunnels

* Vulnerability Assessments

e Penetration Testing

» Operating System Hardening

e Custom Cryptographic Services

Layer 2 — Detection and Incident Response Services

« Arbor Peakflow DDoS Detection

 Firewall Protection

« TippingPoint’s Unity One 2400 in-line network intrusion detection and prevention system

» CiscoGuard DDoSMitigation deployed at the network edgein the event of an event detected
by Arbor

» |SS RealSecure Host Based Intrusion Detection System

» Server Event Monitoring Services

» Server “Delta’ Hardening

» System Integrity Checking

Layer 3 — Threat Elimination Services
» Managed Operating System Update Services
o Server Administrative Services

 Incident Response by Certified Security Engineers
» Application Specific Hardening
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Mortgage Office

Public Internet

Arbor Peakflow collects summary
data from The Planet's Internet
routers to detect network

%\ anomalies.
The Cisco Guard XT system is

( B located off the critical path at the
perimeter edge to protect The
Planet and its customers from
denial-of-service flood attacks.

W (A i _@MMMMmr
\ _J l

|:| Cisco Guard XT DDoS Mitigation

TopingPoint P8 Located between the Perimeter
Networks and each Data Center,

TippingPoint's UnityOne IPS cleans
network traffic by scrubbing away

malicious and unwanted traffic.

Perimeter Networks

Data Center
Core

J
THE PLANET

1SS RealSecure protects server
hosts from Operating System
exploits and application
vulnerabilities.

Additional security controls on the
Customer networks include:

Ll [ D

+ Ozone ACL management

+ Managed Firewalls & VPN
+ Anti-virus

+ OS hardening service

+ Vulnerability Assessment

il

Customer Networks
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Required Internet Explorer
Browser Settings for Mortgage Office

Open your browser and click on Toolsin either of the two locations indicated below.

ﬁ'Mortgage Computer - (801} 621-3900 - Windows Internet Explorer

@r? v |g, http:,l’,u'www.mc*te.com,u‘ j [#2]| X Ib Bing pelihg

T
File Edit Wiew Favorites Tools Help

o Favorites & Maortgage Computer - (801) 621-3900 | | T’;ﬁ Home = [ Feeds(3) = @; Print = Toals =

MORTGAGE OFFICE

Morigage Lending Softw are

Select Internet Options.

Delete Browsing Historsy, .. Ckel+Shifk+Del
InPrivate Browsing Cerl+Shifk+F
Reopen Last Browsing Session

InPrivate Filtering Ckrl+3hifE+F
InPrivate Filkering Settings

Pop-up Blocker 3
SmarkScreen Filker 3

Manage Add-ons

Zompatibilib Wiew
Compatibility Wiew Settings

Subscribe bothis Feed.,
Feed Discawersy r
\Windows Update

Developer Tools Flz

\Windows Messenger

ahoo! Messenger

Diagnose Conneckion Problems...
Elog This in Windows Live Writer

+Internet Opkions
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Browsing History

Click Settings under Browsing history.

ieretoptons ———————————__@E|

iaeneral |Se;urity | Privacy I Conkenkt I Conneckions I Programs | Advanced I

Home page
/’ To create home page tabs, bype each address on its own line.
Ewl e

). micoffice, comy ﬂ
=

Llse current Use defaulk Ise blank |

Browsing history

| Delete temporary files, history, cookies, saved passwords,
7  and web Form inFormation,

[ Delete browsing history on exit

Delete. .. | Settings |

Search

[ M_‘. Change search defaults. Settings

hange how webpages are displayvedin Settings
tabs.

B
Tal:us.

AppEarance

Colars | Languanes | Fonts | Arcessibiliby |

(06 I Cancel I Spply |

Mortgage Office 24 Security and Hosting



Temporary Internet Files and History Settings

—Temporary Internet Files

Internet Explarer stores copies of webpages, images, and media
For Faster viewing laker,

Check for newer versions of stored pages;

—*' % Every time I visit the webpage

[ Ewery kime I start Internet Explorer
" Aukomatically
" Mlever

Disk space ko use (8-1024ME) +l 1024 3:

(Recommended: S0-250ME)

Current location:

CilDocuments and SettingsivickitLocal Settings) Temporary
Internet Files!

Mowve Folder, .. ‘Wiew ohbjects Wigw files

Hiskary

specify how many davs Internet Explorer should save the lisk
of websikes you have visited,

Days ko keep pages in history: 20

+ (a4 I Cancel

» Under Check for newer versionsof stored pages, indicate Every timel visit thewebpage.

» MC also recommends setting the Disk space to use to 1024.

e Click OK.

Mortgage Office
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Security

On the Internet Options screen, select the Security tab.

Internet Options E |

General  Security |Privacy | Content | Connections I Pragrams | advanced I

Seleck a zone to wiew or change securi@fsettings.
@ > J ®
Internet Localintranet R Restricted
sites

Trusted sites .
- 3 . : Sites ﬁ—
" This zone contains websites thak vou

v krust nat ko damage your computer aor
sour Files,
‘ou have websites in this zone,

—Security level For this zone
Allowed levels For this zone: All

o - Low

- x - Minimal safeguards and warning prampts are provided
- Most content is downloaded and run withouk prompts
- &l active conkent can run

’ = - Appropriate For sites that vou absolutely brusk

Custom level... Default level |

Reset all zones to defaulk level |

ik I Cancel I Spply |

Click on Trusted Sites and then click Sites.
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Trusted sites

# You can add and remave websites From this zone. All websites in

v this zone will use the zone's security settings,

&dd this website ta the zone!
—l | ke

Websites:

+|_ Require server verification (https:) far all sites in this zone

+ Close |

» Remove the checkmark from Required server verification.

» Usethe Add this website to the zone option to add individual Web sites. Enter the Web
addressand then click Add. The Add button will be activated when an addressistypedinthe
field.

» Please add the following Web addresses:
» mcmtgoffice.com
» tmcmtgoffice.com
» tlmcmtgoffice.com
* t2mcmtgoffice.com
» t3mcmtgoffice.com
» tdmcmtgoffice.com
» t5mcemtgoffice.com
» témcmtgoffice.com
» t7mcmtgoffice.com
» t8mcmtgoffice.com
* t9mcmtgoffice.com

¢ Click Close.
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Security Level

On the same Secur ity screen, make sure the Security level for thiszoneis set to L ow.

Internet Options |

Gemeral  SeCUrity |F‘ri\-'a|:\,-' I Content I Connections I Programms I Advanced I

Select a zone bo view or change security settings.

@ ¥ v O

Internet Local intranst  QGEEEE Restricted
sites
Trusted sites =
ibes |
7 This 2one contains websites that you
v trust not ko damage your computet o
wour Files,

You have websites in this zone,

—Security level For this zone
Allowed levels For this zone: all

2 - Low

- Minimal safeguards and warning prompts-are provided
- Mast content is downloaded and run without prompts
= = - Al active content can run

" " - Appropriate For sites that vou absolutely trust

Custom level... Defaulk level |

Reset all zones to default level |

814 Cancel | Apply 4—

Click Apply.
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Advanced

On the Internet Options screen, select the Advanced tab.

Internet Options E |

General | Security | Ptivacy | Cankent | Connections I Pragrams Adwvanced |

Setkings

Disable script debugging {COther) ;I
[ Cisplay a notification about every script error

Display Accelerator butkon on selection

Enable automatic crash recovery® J
Enable FTF Folder wiew {outside of Internet Explorer)

Enable page transitions

[ Enable Suggested Sites

Enable third-party browser extensions®

Enable visual styles on buttons and controls in webpages

[ Enable websites ko use the search pane*

[ Force offscreen compositing even under Terminal Server
Matify when downloads complete

+ [ reuse windows for launching shorkcuts (when tabbed broy

I Shiowy Friendly HTTP error messages I i
1 b

*Takes effect after wou restart Internet Explorer

Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default P I
condition.

You should only use this if wour browser is in an unusable state.

ik, I Cancel I Spply |

Scroll down in the settings and uncheck the box for Reuse windowsfor launching shortcuts.
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Continue scrolling down and check the box for Empty Temporary Inter net Filesfolder when
browser isclosed.

iernetOptons @K

General I Security | Privacy I Conkent I Conneckions I Programs Advanced |

Settings

i Security ;I
O allow active content from C0s to run on My Computer®
O Allow active content to runin files on My Computer®
O Allow software to run or install even if the signature is inv
Check For publisher's certificate revocation
O check for server certificate revocation™®
heck For signatures on downloaded programs
[ Co not save encrypted pages to disk
+ Emphy Temporary Internet Files Folder when browser is clc
Enable Integrated Windows Authentication®
Enable native ¥MLHTTP support:
Phizhing Filker
-+— {9 Disable Phishing Filker

I {® Tum off automatic website checking I "’i
4 3

*Takes effect after vou restart Internet Explorer

Restore advanced settings I

Resat Internet Explarer setkings

Resets Internet Explorer's settings to their default Fan I
condition.

You should only use this if wour browset is in an unusable state,

Ik I Cancel | Apply |

 Indicating Disable Phishing Filter or at least Turn off automatic website checking will
improve efficiency.

e Click Apply to save the changes and then click OK.

=
m]
3
i

The Phishing Filter is only detailed in Internet Explorer 7 and is not included in
Internet Explorer 8.
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Mortgage
Office

Software

HAVING IT ALL

W{ae/

a total end-to-end solution

one vendor to call for customer support






Mortgage Office Company Login

(, Company Login - Mortgage Office - (801) 621-3900 - Windows Internet Explorer i Aglﬂ
@;-; - |g hittp:/wavvs. membgoffice. comfindes. cim?nofocus=1 ﬂ :"";: % Iﬁ .,0 -
Fllz Edit View Favorites Tools  Help X %Cun\/&rt - @Select
.7 Favarites ggl .| /€& Company Login - Mortga... xl | - [ = - Page~ Sofety~ Toos~ @@~ 7
|

"~ MORTGAGE OFFICE

Mortgage Lending Software:

W

A friend iz someone who knows the song in Company ID

wour heart and sings it back to you when you o @ l—
have forgotten the words. Password

Next schedsled
Mortpage Office Software Updute
Test Site Update June 28, 2011
Crstomer Update July 5, 2011

Morlgage Office Software
Version 6.5.1 - May 24, 2011
To view Release Notes, click here
Archived Release Notes

|
Done [ [ [ [ [&F Trustedsies | Protected Made: off e R T e

O A different saying displays each time Mortgage Office is sel ected.
@ Enter the Company ID and Password unique to your organization and click L ogin.

The message area within the blue border is changed from time to time by Mortgage
Computer and includes software rel ease dates as well as release notes.
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Mortgage Office Web Login

{f"https:,.‘",‘-"www.mcmtgofﬁce.cnm,.-"?l:ommand =logout&routeSite =1 - Login - Windows Internet Explorer
Mortgage Office Web Login
Please Sign In |
User Narne Update Pasauord
Fassword
|Done ,_ ,_ ,_ ,_ ’_ l_l . Trusted sites 0% v

User Name

Enter your assigned user name. The program will only allow one logon per user name and
password, and requires the password to be changed every 30 days.

Password
Enter your corresponding password and click L ogin.
Update Password

An operator's password may be changed anytime. Thisoption is used to update a password
after entering your user name.
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Update Password

{f"https:,.‘",‘-"www.mcmtgofﬁce.cnm,.-"?updatePw=2|kUN=vicki - Login - Windows Internet Explorer

Mortgage Office Web Login
[ PleaseSignin |

Flease enter a new password

Current Password I
Confin New Password I

(Password must be at least & characters and contain ai isast
three fefters and three numbers. Password is case-sensitive )

|Done ,_ ,_ ,_ ,_ ’_ l_l . Trusted sites 0% v

Current Password

Enter your current password. The program requires the current password to be sure the
correct operator is requesting the password change.

New Password
Enter your new password.
Confirm Passwor d

Enter the new password again. The program asks for the new password twice and compares
the two to make sure there were no typing errors. If they match, the new password is stored.

Update

Click Update. The program displays a message indicating the password has been updated.
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Mortgage Office Helpful Hints

Ampersand and Quotes The ampersand (&) and quotes (* ") are used in programming
language and are not to be used in the input of data.

Calendar Button All datefieldsincludethe Calendar button. The programdisplaysthe
" current month and year. The current date isdisplayedinred. Within
the calendar, select << to move backward one year and >> to move
forward one year. Select < to move backward one month and > to
move forward one month. Selecting the date from the calendar
eliminates several keystrokes.

Cancel If thereis no Cancel button on a pop-up window, click the X in the
top right-hand corner of the window.

Check Box More than one choice can be made. Press the space bar to make a
check box selection. Click the check box once to unselect.

DateFields Dates fields can be entered as 041006; program displays 4-10-2006.

Display/Print Click on the word Display to view and/or print aform while in the
menu selection (1003 loan application, Good Faith Estimate,
Underwriting Transmittal, etc.).

Drop-Down Menus On drop-down menuswhere more than one choice can be made, hold
the [Ctrl] key down and click the desired selections. To unselect,
[CtrI] click.

On drop-down menus, enter the first letter of the selection, then use
the up and down arrow keysto locate the appropriate selection, e.g.,
state selection.

Exit/Close If thereis no Back or similar button on a screen, a different option
from the main menu can be chosen to exit/close that selection.

Main Mortgage OfficeMenu Onﬁe main Mortgage Office menu, bold black options markedgvith
open to display other options. The ones marked with a
access the option.

Phone Numbers Phone numbers can be entered as 8016213900; program displays
(801) 621-3900.

Enter an extension after the phone number, 80162139001234;
program displays (801) 621-3900 Ext. 1234.

Print To print the information displayed on the screen, right click and
select the Print . . . option.
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Radio Buttons

Red Asterisk
Return

Sear ch Buttons

Page 1 of 10

Hext

The Print button within the Mortgage Office Software displays
reports, forms, etc., in PDF (portable document format). The toolbar
withinthe PDF display screen contains optionsto saveto afile, print,
or e-mail. When printing reports and forms, do not use the browser
Print button; use the Adobe Print button. Adobe Reader 7.0 or
higher is required.

Only one choice can be made. Press the space bar to make aradio
button selection. Double click the radio button to unsel ect.

A red asterisk (*) on any field indicates the field is mandatory.

Click Return to go back to the previous screen.

<Je<] provious [EPEEN wext [l

Indicates which page of the total number of pagesis currently displayed.
Advance to the next page.

Advance forward or move backward 10 pages.

Advance to the last page or move backward to the first page of the search.

Move back to the previous page displayed.

Social Security Numbers Socia Security Numbers can be entered as 123456789; program

Sort

Tab Key

displays 123-45-6789. The entire Social Security Number only
displaysin the 1003 loan application. Anywhere elsg, it displays as
*xk_x*_6789.

Click on underlined column headers to sort listings numericaly,
aphabeticaly, etc. (whatever the column header indicates) as in
Products Offered/Rate Sheet.

Use the Tab key to navigate through the fields. Shift Tab takesyou
back to the previous field.

Tax Identification Numbers(TIN) Tax Identification Numbers, used when the borrower/seller isa

Yellow Triangle

Mortgage Office

corporation rather than an individual, can be entered as 123456789;
program displays 12-3456789. The entire TIN only displaysin the
entry screen. Anywhere else, it displays as**-***6789.

Theyellow triangle in the top left corner of the header bar collapses
(or expands) the box to display more information.

Y Collapsed Loan Information
A Expanded Loan Status
‘ Before Closing After Closing |
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Mortgage Office Security
Login Names

The Mortgage Office Software Maintenance program is flexible and powerful. L ogin Names and
User Groups control who is allowed to access the program and what access privileges may be
placed on any operator.

The administrator can assign operatorsto different user groups, permitting operators accessto only
those areas necessary to perform their duties. Each operator isidentified by aunigue user name and
password. Each user name and password is maintained in Maintenance, along with the operator's
access privileges to the functions of the Mortgage Office Software programs.

Variousfunction levelsmay be assigned to different operators, to limit accessto certain areaswithin
Mortgage Office. Operatorswith alow security clearance may not be allowed accessto higher, more
sensitive areas. Thus, empl oyees can be effectively shut out from sensitive parts of Mortgage Office
or programs assigned to others.

(:'-! Mortgage Office - Windows Internet Explorer

June 1, 2011 Your Company Hame Appears Here User: Denise Smith| —
z Fd = @ —J g\ H Q b4 )
Quick Dizplay Inguiny F i ici Constructi Central Index Home Logout Find SerolEx Support
[No Loan Currently Selected [ Select Loan| B
O Credit Line |
» Comments
Other Features
B Cormfanee Audt MORTGAGE OFFICE
O Audit Center
@ Accounting SOFTWARE
O Management Reports
» Report Writer
b Custom Reports HAS IT ALL

» Process Scheduler
¥ Maintenance
[ ScrolEx Setup
¥ Company - Miscellaneous
b Cormparny Inforrmation

¥ Branch Infarmatian 4

LA L ogin Mames + 1 p
P User Groups » .
b State Codes

P Country Codes

b Froperty Classification ( Since 1974 )

b Location Codes

P Help Screen Setup

b Calendar

b Field Name Conversion

b WebApp Infarmation
I View Only
Interest Tahles
Morosessli. a total end-to-end solution
[ Servicing %%
I3 Credit Line
O%ytontgianatiion one vendor to call for customer support
3 Compliance Audit -
3 System =

|&] Dore I ré_ !6 Trusted sites 7
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On the main Mortgage Office menu, select Maintenance > Company - Miscellaneous > L ogin

Names:
User Maintenance
User Name Hame E-mail User Group
cathy Collectar, Cathy ceollectori@company.cam Caollectars De-Activate
polly Frocessar, Polly PRrOCes SORECOMPany.com Frocessors Re-Activate
m Audit Beport |
Users Currently Logged On |
User Hame Hame User Group
pally Processar, Polly Processars m
Allowable IP and Subnet Addresses |
IPAddress Temp
123.456.73.101
User Name

A 15-character field identifying the operator by name. Each operator of Mortgage Office is
identified viaaunique user identification. The user nameisthekey for accessing therecordsfor
each operator. The program will only allow one logon per user name and password.

Name
First and last name of the operator.

E-mail

E-mail address of the operator. To send an e-mail, click onthee-mail addressand the new e-mail
message window displays.

User Group

Indicates the name if an operator isincluded in a user group.

Option to edit the user information.
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De-Activate |

Option to de-activate the user. Displays amessage to verify the user isto be de-activated. If OK
isselected, theuser is"grayed out" and can no longer access Mortgage Office. Toggles between
De-Activate and Re-Activate. Clicking Re-Activate makes the user name functional again.

Audit Report |

Prepares areport which indicates the menu items and Protected Fields to which operators have
access. If the operator does not have access, theitem will be grayed out and have aline striking
through the item.

Theprogram createsa.pdf (portable document format) of the report. Thetoolbar withinthe PDF
report display screen contains optionsto saveto afile, print or e-mail the report.

Users Currently L ogged on

A listing of operatorscurrently logged on to M ortgage Office Software. If an operator isincluded
inthelisting but not actually using the program, thisindicatesthey did not log out of the system.
The Clear button will log the operator out of the program.

Allowable | P and Subnet Addresses

Each company hosted by M ortgage Computer will indicatean ACL (accesscontrol list), limiting
the | P addresses by user namethat are allowed to connect to the M ortgage Office Software. With
this option controlled by the administrator, you can allow some users to work remotely while
limiting others to work from the office only. Click Add to create anew IP address.

Add IP Address |

IP Address | N i N
Temporary i_' (Expires atthe end of the day)

Enter the IP address and click Submit.
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Click on Add on the User M aintenance screen to create a new operator identification record. The
following screen displays:

| UserDetal |

First Mame ]
LastMame |
Position |
E-mail f
User Narme ]
Password |
Pazswom must be at least 8 chamcters and comtain 2t least three letters and thee . Pazswom iz itie. )
[ submit ] Back |

The password isaminimum of eight charactersand must contain at |east threelettersand at | east
three numbers. Passwords expire every 30 days. The program will prompt the operator to enter
anew password. The old password cannot be re-used as the new password. The user nameand
password are case sensitive. Enter the necessary information and click Submit.
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User Security Access

To set up an individual operator's access within Mortgage Office, click on Edit on the User
M aintenance screen after creating a user name and password. The following screen displays:

Mortgage Office

User Security Access |

First Mame I
Last Mame |
Pasition I
E-rnail |
Loan Originatar

Identifier I [Easy App)

User Mame |

Help On Cotp Cyes

Wista Coho  ves

Preferred Qriginatar e ves Webdpp)

[T Sendforeclosure e-mail reminder of nest actionl days before Action Date
T Sendforeclosure e-mail rerminder of next actionl days after Action Date
DUJLP Acct Override T

User Graup I "i Apply Group Menu|
Help Graup Irnnortgage Ciffice Default LI Apphy Help Menu

I collector Assignments

[T Answer Your Question
Calculator

Best Loan for Me
Payment and Costs
Loan Comparison
WebApp Loan Sheet
WebApp 24x7

Mtg Office Rate Sheet
Easy App

New 1003 Loan App
Processing

Servicing
Construction

Credit Line
Comments
Compliance Audit
Audit Center
Accounting
Management Reports
Report Writer
Custom Reports
Maintenance

Data Transfer/Receive

OO0 OO0 000 OO0 00 00 00 00 020 O:0 O

9

All Menu ltems

m Protected Fields |
Reset User Password

Reset Fassword
*If left blank, the user will only be required to change their password at login.
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I nterviewer's License Number

Enter the operator's license number. The license number prints on Section X. Information for
Government Monitoring Purposesof the 1003 |oan applicationinthe Loan Originator |dentifier
box.

Help On

When this option is enabled, the main M ortgage Office menu will include ahel p button for each
of the menu items. When the help button is clicked, documentation for that menu option
displays. Thisoption is extremely helpful when training new employees.

Vista

When the operating systemis Windows Vista, this option must be enabled in order for theforms
to print correctly. If this box isnot checked, the Print Document options will not work properly.

Preferred Originator

When thisoption isenabled, the operator’ snamewill display inthelist of Preferred Originators
applicants can choose when submitting a loan application using the WebApp software. The
preferred originator's Standard Field selections (Maintenance > Processing > Standard Fields)
will default. However, if someoneother than the preferred originator acceptsthe application, that
loan originator's Standard Field selections will display. An e-mail will be sent to the Preferred
Originator the applicant indicates notifying them aloan application has been submitted.

Send Foreclosure E-mail Reminder
If selected, an e-mail reminder will be sent to the e-mail address associated with thelogin name.
The operator can indicate to have the e-mails sent a specified number of days prior to and after

the Tracking Action Date. The verbiage for the message is set up in Maintenance > Servicing >
Attorneys.
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DU/LP Acct Override

If this option is enabled, the following screen displays to allow the input of the operator's user
name and password to override the Desktop Underwriter and Loan Prospector information set

up in Company | nformation.

Desktop Underwrite rf
I Inzlude Liabilties on Request

User D |

Passward I

LRL ihﬂps: lidirect intgfanniemae comiservicereguest2

Credit Agency |

=

Account Mumber I

Pasgword I

Lendet Identifier |

Sponsor ldentifier I

Loan Prospector
Credit Agency

Freddie Mac Seller Mumber
Password

Third Party Originator 1dentifier
Mon-Criginating Third Party Identifier

User Group

After choosing auser group from the drop-down menu, click on Apply Group Menu to apply
the group's parameters to a specific operator.

Help Group

As different languages become available, the operator will be able to select in which language

the program displays.

Reset User Password

Use this option to change an operator’ s password. Enter the new password and click Reset.
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Menu I tems

Determine the items that will display on the main Mortgage Office menu for each operator. If
theitemisnot checked, it will not display and, therefore, the operator will not have accessto that
function. The operator's access within each of the main menu options can also be controlled.
Click on the main menu option to display any additional program functions.

If All Menu Itemsisindicated, all menu items will display, [ Answer Your GQuestion
including the additional program functions within the main ™ Calculator
menu options. " BestLoan for Me

[T Payment and Costs
[T Loan Comparison

™ WebApp Loan Sheet
I~ WebApp 24x7

[T Mtg Office Rate Sheet
" Easy App

[T New 1003 Loan App
W Processing

[T Loan Status Update

T ImportExport

[ Process RequestTracking
[T Loan Database

™ Approve - Closing

™ Print Documents

T closing Docurment Tracking
™ Funding

[T warehousing

[T Secondary Market

[T Loan Sales

[T Loan Sales Reports

™ Reports

[ Remove Loans

[T Servicing

[T Construction

[T Credit Line

[T Comments

[T Compliance Audit

[T Audit Center

[T Accounting

[T Management Reports
[T Report Writer

[T Custom Reports

[T Maintenance

[T Data Transfer/Receive

- All Menu ltems
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Protected Fields

T T
Name Status
Although all Mortgage Office options may display o s
Add Comments T Allow Editing
i ! Edit Comments ™ Allow Editin
on the main menu, an operator's access to the tng
. . . B . Delete Comments T Allow Editing
fieldswithin those options can be protected. Click Purge Loans [ Allow Editing
. R Historical Index Tables ™ Allow Editing
on Protected Fields and the following screen Ikorest index Tables B3 Allow Editing
. Employee Information T Allow Viewing
dl $| ayS' Cashbook Fields
Change Beginning Cashbook Balance [ Allow Editing
Close Staternent ™ Allow Editing
Indicate the fields each operator will be able to Constuitin
. . . . . Master Record - Accounting Information [ Allow Editing
modify/edit and click Save. If all fields will be e [ Allow Editing
accessible to the operator, click Check All and
Balance All - Sourcesallocate T Allow Editing
then Save. Branch ™ Allow Editing
Delete - Sourcesallocate T Allow Editing
Loan Paid Warehouse Line T Allow Editing
Rermove Fund - Mo Clerk Code ™ Allow Editing
Status 11 T Allow Editing
Undenwriter Lock (Loan Data) T Allow Editing
Unlock Good Faith Estimate T Allow Editing
ScrolEx Fields
Appraiseninspector T Allow Editing
Bank- Credit Union T Allow Editing
Beneficiary ™ Allow Editing
Bonding Agent T Allow Editing
Broker T Allow Editing
Closer ™ Allow Editing
Closing Notary T Allow Editing
ContractorBuilder ™ Allow Editing
Creditor T Allow Editing
Ermployer T Allow Editing
Escrow Company ™ Allow Editing
Escrome Officer T Allow Editing
Funding Clerk T Allow Editing
Insurance Agent T Allow Editing
Insurance Company T Allow Editing
Lender ™ Allow Editing
Loan Officer T Allow Editing
Originating Lender T aAllow Editing
Processor ™ Allow Editing
Security Dealer T Allow Editing
Selling Notary ™ Allow Editing
Selling Omcer T Allow Editing
Settlernent Agent T Allow Editing
SponsorAuthorized Agent ™ Allow Editing
Title Compary T Allow Editing
Title Cfficer I Allow Editing
Trustee T Allow Editing
Underwriter T Allow Editing
vendorAccounts Payable ™ Allow Editing
YendonSupplier T Allow Editing
Servicing
Assumption T Allow Editing
Bankruptcy T aAllow Editing
Collectinons ™ Allow Editing
Credit Line T Allow Editing
Credit Line Percent Tables ™ Allow Editing
EDR T Allow Editing
Escrow InterestBalance T Allow Editing
Escrowes ™ Allow Editing
Foreclosure T Allow Editing
Interest Paid to Date I Allow Editing
Investor T Allow Editing
Investor Loan Group 1D T Allow Editing
Loans Sald ™ Allow Editing
Mailing Address T Allow Editing
Maturity Date T Allow Editing
Mext Payment Date ™ Allow Editing
Original Interest Rate T Allow Editing
Original P&l Payment Constant ™ Allow Editing
Partial Balance T Allow Editing
Remove Transaction Group T Allow Editing
Subsidized Constant ™ Allow Editing
Transactions Update/Reopen Group T Allow Editing
YTD Interest T Allow Editing
Year End Save
Construction Year End Save I Allow Editing
Processing Year End Save T Allow Editing
Sernicing Year End Save T Allow Editing
endor Year End Save ™ Allow Editing
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User Groups

User groups can be created for collectors, processors, loan officers, etc., to streamline the setup
process and assure each operator's access within the user group is the same. The parameters set up
here will be applied when the user group is selected in Login Names. Refer to L ogin Names for
more information.

{,"'! Mortgage Office - Windows Internet Explorer

June 1, 2011 Your Company Hame Appears Here
5 I - .'-ﬂﬁn . = . ) T
/ f e @ : e\ H ¢ V -s )
Quide Display Inquiry F i ici Constructi Central Index Home Logout Find SorolEx Suppert
Mo Loan .Curr.emw Selected [ Selectloan|
o Credit Line |
» Comments
Other Features
Aol A MORTGAGE OFFICE
I Audit Center
I Accounting SOFTWARE
O Management Reports

» Report Writer

b Custom Reports HAS IT ALL

» Process Scheduler

¥ Maintenance
ScrolEx Setup
¥ Company - Miscellaneous
¥ Caompany Information e/
b Branch Information
P Login Mames i
(3 Iser Groups + "

b State Codes
¥ Country Codes
b Property Classification ( Since 1974 )
b Location Codes
b Help Screen Setup
¥ Calendar
b Field Name Conversion
b WebApp Infarmation

3 View Only

[ Interest Tables

e a total end-to-end solution
I3 Servicing _
I3 Credit Line
sy stamy mplomeitafion one vendor to call for customer support
3 Check Format

I Compliance Audit =

System =

|&] Done LB @ trusted sites 7

Mortgage Office 47 Security and Hosting



On the main Mortgage Office menu, select Maintenance > Company - Miscellaneous > User

Groups:

T eoows

Group Hame

Admministrator m
Collectars m
Processors m
Loan Officers m

Click on Add to create a new user group or Edit to modify the menu functions each group will

be able to access. The following screen displays:

Menu Security Access |

Group Name I

Group Menu Access

I Answer Your Guestion
[ Calculator

[© BestLoan for Me

[T Payment and Costs
IC Loan Comparison

M WebApp Loan Sheet
© WebApp 24x7

[T Mtg Office Rate Sheet
I Easy App

[T New 1003 Loan App
I Processing

[T Servicing

[ Construction

[T CreditLine

I Comments

7 Compliance Audit

I~ Audit Center

M Accounting

C Management Reports
[T Report Writer

[T Custom Reports

[ Maintenance

[T Data Transfer/Receive

9

All Menu ltems
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Enter the Group Name and determine the menu options each group will have accessto and click
Save. If the item is not checked, it will not display and, therefore, the operator will not have
access to that function. If All Menu Itemsis checked, all menu items will display.

=
m]
3
m

Aswith Login Names, the access within each of the main menu options can also be
controlled. Click on the main menu option to display any additional program
functions.
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